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
First,apreliminaryunderstandingofwhat ismeantbycomplexnetworkand its features,andnetworkwormvirus
thatunderstandingandanalysisoftheemergenceanddevelopmentoftheworm,thewormtounderstandthecurrent
situation,focusonthewormpropagationmodel(simplepropagationmodel,KermackMckendrickmodel,SISmodel,
twofactormodel,BCMmodelnetworkwormsagainstthemodel).Contactthecharacteristicsofcomplexnetworks
andthewormtheory,detectionandpreventionofwormsandanimportantnodeinthenetworkbasedcontrolstrategy
(targetimmunity,viruscontainment)forasimplediscussion.
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Computer security, including hardware, security, software security, data security and operational
security.Inthemanythreatstocomputersecuritytechnology,thecomputervirusonthepotentialhazards
ofcomputersystems isvery large.MinistryofPublic InformationNetworkSecuritySupervisionBureau
published since 2001, the National Computer Virus Prevalence Survey report shows that infection of
computervirussince2001,hasbeenatahighlevel.In2001,thevirusinfectedthecomputerthenumberof
usersaccountfor73%ofthetotalsurveyed,83.98%in2002,increasedto85.57%in2003,computervirus
infection rate in 2004 reached 87.93% in 2005, computer virus infection rate inChina 80%.The harm
causedbythevirusin2005wasmainlydownthenetwork,nearly20%in2003and2004,concentratedina
systemcrashagainstthevirus,suggestingthatthewormcausednetworkproblemsmoreserious.Computer
virusinfectionrateofdeclinefortwoconsecutiveyears,thisyearhasreached91.47%reboundinalarger
[1].Againstthespreadofcomputerviruses,thesecurityofinformationsystems,computersystemshinder
the normal operation of the automatic teller machine into chaos, delayed flights, and even affected
emergencycallcenteroperation.Forexample,Sobigvirushascausedmore than thirtybilliondollars in
losses[2].Directlyfacingthemorethan97,000kindsofcomputerusersviruses,wormsandTrojanhorse
threats. SQL Slammer virus has also led to two police departments near Seattle fire departments and
fourteen of the 911 emergency response center system paralysis [3].
Now we can see the spread of the virus is worthy of our concern, but also a real attention by many
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

information security officers. In this study, computer viruses spread in complex networks and control
strategies,focusingonthewormtostudy,hopingtogainsomething.


Internetwormisaintelligent,automated,integratednetworkattacks,cryptographyandcomputervirus
technology, no user intervention to run the computer program or code attacks, it will scan and attack
vulnerabilitiespresent on thenetworknodehost, through theLANor Internet communication fromone
nodetoanothernode.ThisdefinitionreflectsanewgenerationofInternetwormsintelligence,automation
andhightechnologyfeatures.
Wormspreadthroughcomputernetworks,withoutchangingthedocumentsanddatainformation,the
useof thenetwork fromamachine'smemory spread toothermachinesofmemory, computingnetwork
address,thevirusitselfsentoverthenetwork.Sometimestheyexistinthesystem,generallyinadditionto
memory,donottakeupotherresources.

 
Acomputervirusisapieceofcode,canitselfintootherprograms(includingoperatingsystem).Itcan
notrunindependentlybyitshostprogramneedstoruntoactivateit.
 
 initiative: the spreadof thewormhasa strong initiative, and itsoperationanddisseminationof
computer users do not need the intervention; the virusmust be operatingwith some computer
userstoactivateit,soastoachieveitsattacks.
 infected objects: the object of the worm infection is a corresponding vulnerabilities or other
vulnerabilitiesofcomputersystems,andvirusinfectiontargetsarethecomputerfilesystem.

JoseNazario,whomadeafunctionofframeoftheworm.Thewormisdividedintosixpartsmodules:
SearchModule(ReconnaissanceCapabilities),thespecialattackmodule(SpecificAttackCapabilities),the
command interface module (A Command Interface), communication modules (Communications
Capabilities),intelligentmodules(IntelligenceCapabilities)andnonoffensiveuseofthemodule(Unused
Attack Capabilities). The framework ismainly predictions of future worms, it is difficult to accurately
expressthefunctionofthecurrentnetworkstructureoftheworm.Numerousdocumentsfromtheanalysis,
networkwormscanbedividedintothemainfunctionmodulesoffunctionmodulesandauxiliaryfunction
modules.Toachievethemainfunctionmodulesofthewormcancompletecopypropagationprocess,the
auxiliaryfunctionmodulecontainsthewormviabilityandhasmoredamagecapability.

KermackMckendrick model compared with the simple propagation model on the accuracy of the
portraitofastepforwardinthat inthismodelwasconsideredoneofthehostsattackedbypatchingand
othermeasureshavebeenremovedfromtheinfectedhostthechangeprocess.Sointhismodel,eachhost
is in one of three states: vulnerable state, the state has been infected, the immune status. Into the
correspondingstatetransitionprocess:vulnerablestatehadbeenaffectedbythestateimmunestatus.
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

IfI(t)attimetisthenumberofinfectedhosts;R(t)befixedattimetthenumberofhosts,thatisthe
numberofhost immunestatus; continue touseJ (t), said tohavebeen infectedwhenall thenumberof
hosts, then J (t)= I (t)+R (t)propagationmodelbasedon simpledifferential equations, canbedrawn
KermackMckendrickdifferentialequationscorrespondingtothemodelsuchasthetype(1)showsthat
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
Where,βthathostinfection;Nsaidthatthetotalnumberofnetworkhosts;rthathasinfectedthehost
oftherepairrate.
AlthoughrelativelysimplemodelofKermackMckendrickpropagationmodelforbetteraccuracy,itis
stillnotwelldescribethedevelopmentprocessof thespreadofwormsreally,becausetheworms the①
statusofresourcesofagreatinfluenceonthenetwork,soinwormpropagationallstagesofthenetwork
resource status will change accordingly, and these changes will in turn affect the speed of worm
propagation,suchasalargenumberofwormscansthenetworkwillleadtocongestion,butcongestionwill
slowdownthespreadoftheworm,Thisinfectionrateofsusceptiblehostsbyacorrespondingchangeinβ
occurs,andshouldnotbeviewedasafixedvalue;similarreasoning,rshouldnotbeseenasaconstant; ②
Intherealnetwork,R(t) thesourcedoesnotjusthavebeen infectedhosts, includingsusceptiblehost is
infectedandothermeasuresadoptedbeforethepatchtofixthatpart.

In the SIS model, each host only two states: state and is susceptible to infection status, but the
differencewiththesimplepropagationmodelisthatittookintoaccountahostisinfectedwillberepaired,
butwasrepairedThehostofthiswormisstillvulnerabletoinfection.Itsdifferentialform:
dJ(t)/dt=βJ(t)[NJ(t)]δJ(t)
Where,J(t)timet,saidtonumberofinfectedhosts;βthathostinfection;Nsaidthatthetotalnumber
ofnetworkhosts;δthattherepairratehasbeeninfectedhost.
Obviously,themodelwiththeKermackMckendrickmodelhasthesamedisadvantagesthatshouldnot
assumethatβandδisconstant,whichisinconsistentwiththeactual.Inaddition,themodelassumesthata
hoststatetoberestoredbacktosusceptiblestatuschangedagain,butalsowiththeactualsituationinthe
mostdifferent.

Twofactor (Twofactor)modelwasdevelopedbyZouChangchun,etc.on thebasisofothermodels
with the spreadofCodeRedwormpropagationderived anewmodelmore accuratelyportrays the real
wormpropagation.Twofactormodelofdifferentialequationssuchasequation(2)below.
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
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
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Where,I(t)attimetisthenumberofinfectedhosts;β(t)attimetissusceptiblehostinfection,itisno
longerseenasaconstant;R(t)attimetbefixedisthenumberofinfectedhosts;Q(t)attimetberepaired
beforebeinginfectedwiththenumberofsusceptiblehosts;S(t)attimetthenumberofsusceptiblehosts;J
(t)attimetalltheinfectedThenumberofhosts;Nsaidthatthetotalnumberofnetworkhosts;rthathas
infectedthehostoftherepairrate;thatthehostisnotsusceptibletoberepairedbeforetheprobabilityof
infection;β0istheinitialinfection;ηisafunctionofinfectionrateformediationaccuracyoftheindex.
IfthegivenN=1000000,I(0)=1,η=3,r=0.05,=0.06/N,β0=0.8/N,thenaccordingtothe
aboveTwofactormodel.
Theworm propagationmodel than the previousmodel, there are the following advantages:  host①
susceptibilityinthismodelisnolongerseenastheinfectionrateisconstant,butachangeasafunctionof
time t, which ismore realistic changes in the rate of infection;  full consideration to the number of②
humanfactorsinfluenceontheimmunehost,inrealitymanyoftheinfectedhostisalsointheformerplay
bypatchingimmunefunctionandothermeasures,moreconsistentwiththeactual.SoTwofactormodelof
higheraccuracythanthepreviousmodel.

BCMmodel there are two types of background networkworm: the worm is amalicious wormM;
wormBbenignworms.Mwormwillattempttoinfectallthehostswithvulnerabilities;wormBistrying
tofixallvulnerabilitiesonthehost,andisresponsibleforclearingthewormhasinfectedhostM.
When the two coexist in a network worm and influence each other case, the main model should
considerthefollowingtwofactors:thewormBAutoRepairsusceptiblehost,andautomaticallyclearthe
wormsfoundinM,whichwillMonthespreadofthewormhaveanegativeimpact.Twokindsofworms
generatedbytheproliferationofcommunicationnetworkresourcesconsumptiononthespreadbetweenthe
twowillhaveanegativeimpact.
Likeothermodels,BCMmodelneedstomakesomeassumptions.Commonassumptionsinclude:
homogeneous background networkλ network topology does not exist on the impact of worm
propagation.
Minfectedbythewormhost,λoncerestored,willnolongerbeinfectedwiththewormM.
Inaddition,thismodeltherearethreespecifichypothesisthat
WormBitselfhassufficientλsecurity,toresisttheMwormattacks.
networkwormBrecognizedtheλexistenceofsuchactsnotbetakenclear.
networkworms thatdonotexistλagainstotherhumanbehavior,relyingsolelyon thewormagainst
wormBM.
 
Before introducing the BCMmodel, first used in themodel parameters are described in Table 32.
Table32BCMmodelparameterdescription.
 
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

 According to the hypothesis, malignant benign worm worm B M does not directly attack;
Therefore, there is only generated by the worm to spread itselfMCongestion on the network
worm B indirect effects. And, because there is no human intervention, so benign worm
propagationmodelBwouldbeachangeintheSEMmodeloftransmissionrate, thedifferential
equation
dB(t)=Tb(t)[NB(t)]B(t)
Note:theimprovementofSEMwillbereflectedinthespreadratebecomesaconstantasafunctionof
timetTb(t).
 Bduetothewormdetectionscanningprocess,susceptiblehostsandinfectious(bringwormM),
host vulnerabilities, so they both become the targetmachine todetect theworm andB targets.
Moreover,sincewormandwormMBasrandomscanningstrategyadopted,sotheincreaseinthe
timetB(t)willbebasedonthenumberofI(t)andS(t)thenumberanduniformdistribution.It
followsthatR(t)andQ(t)thedifferentialequationfor
B(t)=R(t)+Q(t)
dR(t)=dB(t)I(t)/[S(t)+I(t)]
dQ(t)=dB(t)S(t)/[S(t)+I(t)]
 thewormagainstworm,MBtheprocessisnotonlypatchesofsusceptiblehosts,whileremoval
oftheinfectedhost,therefore,thewormpropagationbyMinthedualimpactofthesetwoaspects.
KMmodelisimprovedonthewormcanbespreaddifferentialequationforM
dI(t)=Ti(t)S(t)I(t)dR(t)=Ti(t)[NB(t)I(t)dR(t)]
 susceptiblehostsinthewormandwormB,Mdecreasesunderdualinfectionfaster,andhencethe
differentialequationforthesusceptiblehost
dS(t)=[dB(t)+dI(t)]
 BduetonetworkwormsandwormsexistinMwormequivalentoftwocommunicationstrategies,
sotheyareproducedontheconsumptionofnetworkresources;andbecausethespreadbetween
thetwomodelsandthesamescanningstrategy,sotheresultingnetworkresourceconsumptionis
equal.Inturn,thenetworkresourceconsumptioncausedbythespreadofboththenegativeimpact
isequal.Inreferencetotwofactormodel,basedonthetransmissionratecanbedrawnbetween
thetwodifferentialequations
Tb(t)=Tb0[1(I(t)+B(t))/N]
Ti(t)=Ti0[1(I(t)+B(t))/N]
 the above equation,we can get healthy against a viciouswormworms completeBCMmodel,
whichisshowninFigure34BCMbenignwormpropagationmodelinthecaseagainstthespread
ofmalignanttrendoftheworm.TakingthenumberofnodesinthenetworkgraphN=1000000,I
(0)=1,B(0)=1,η=3,Tb0=0.8/N,Ti0=0.8/N.Youcansee,withtheB(t)growth,I(t)
showedadecreasingtrend.
 
BCMmodelisfullyconsideredpositivewhenthewormagainstthewormallcasesofmalignant,can
accuratelypredictthespreadofthetwowormsunderthetrendoftheinteraction;and,BCMmodelcanbe
based on specific network environment easily expanded.Therefore, the application ofBCMmodel can
effectivelyaddressthefollowingquestions:
Basedon themodelof theλ technicaldiscussionofcontroversialbenignworms, regardlessofparty
supportoropposethepartycanmoreaccuratelyexplaintheirpointofview.
usingtheresistancemodeltoλhelpexplorethebenignwormspreadinginthecourseoftheirneedto
payattentionandsolveproblems.
usingtheresistancemodelwillλhelpstudyhowtoimprovetheoperationofthemechanismofbenign
wormsothatitcaneffectivelyreducethenetworkandhostresourceconsumption.
usingtheresistancemodelwillλhelpstudyhowtoimprovetheinhibitionofmalignantbenignworms
wormsperformance,sothatitcanmoreeffectivelyandrapidlyagainsttheviciousworm.
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


With the knowledge required for the preparation of the worm andworm reduction in the threshold
write data in large numbers,more andmoreworms come to the fore on the Internet, different specific
vulnerability exploited by the worm are also very different, the author of the worm attack and the
developmentoflongtermBasedontheresearch,theexistingcommonwormattacksandsummarizedinto
thefollowing6maintypes: bufferoverflowattacks; formatstringattack; denialofserviceattacks;① ② ①
weakpasswordattacks; defaultsettingvulnerabilitysexualassault; socialengineeringattacks.As④ ④ ④
thewormtechnologyandtheemergenceofnewvulnerabilities,Ibelievetherewillbemoreattacks.

Growing spread of computer viruses, continuous threat to network security. For different network
structures,differentcontrolstrategieshavedifferentvalidity,butthebeststrategyisnotsubjecttochanges
innetwork topologychanges. Inpractice,we, in termsofgooddetectionandhostdefense,maywish to
hosttheapplicationofthewormssuppressnegativeselectionbasedmodelofthestrategy,byidentifying
selfandnonselfapproach,monitoringtheworm,thenthehostmayhavebeenworminfection,butcanbe
controlledinsuchawaythroughthewormcontinuestospreadinthenetwork,throughthestrategyofthe
virusgetridofthewormonthehostclearly, thiswormpropagationonthenetworktoreachQueworth
maybesignificantlyreduced.
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